Software Release History

Software Name: ioLogik E2500 WL1_Beta Firmware

v3.0.7 [Build19080716

N/A

ioLogik 2500 WL1 Series

New Features:
N/A

Enhancements:

1. A critical remote buffer overflow vulnerability (CVE-
2019-8981) in axTLS library for embedded devices
(version 2.1.4) was discovered, which possibly allows
remote code execution. Patch to resolve the
vulnerability is added into this firmware.

2. Prevent frequent and multiple requests from the
same IP causing device to crash.

Bugs Fixed:
N/A

Changes:

1. Generated configuration file will be
encrypted to prevent sensitive information
from disclosing

1. The encrypted

configuration file can only

be accessible with

I0Oxpress v2.4.3 or above.
2. This firmware is based
on formal version v3.0.0.

Form number: PD.450

Version: 1.0
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